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2 1 Memorandum on Space Policy Directive – 5 Cybersecurity Principles for Space Systems, Sep 2020

Attacks / TTPs can occur 

across all segments within a 

space system {i.e., ground, 

link, and space} to achieve

the desired impact

for the threat actor

SPD-51 defines “Space System” as 

“a combination of systems, to include 
ground systems, sensor networks, 
and one or more space vehicles, that 

provides a space-based service.” 

Attacks/TTPs

SPD-51 states Protection against 

unauthorized access to critical space 
vehicle functions. This should include 
safeguarding command, control, and 

telemetry links using effective and 
validated authentication or encryption 

measures designed to remain secure 
against existingand anticipated
threats during the entire mission 

lifetime

TTP= Tactics, Techniques, & Procedures

Problem Statement: Where are these documented for space and how do you mitigate?

https://trumpwhitehouse.archives.gov/presidential-actions/memorandum-space-policy-directive-5-cybersecurity-principles-space-systems/
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Space Attack Research & Tactic Analysis (SPARTA)

• Cybersecurity matrices are industry-standard tools and approaches for commercial and government users to 

navigate rapidly evolving cyber threats and vulnerabilities and outpace cyber threats

– They provide a critical knowledge base of adversary behaviors 

– Framework for adversarial actions across the attack lifecycle

with applicable countermeasures

• Aerospace’s SPARTA matrix is the first-of-its-kind body of knowledge on cybersecurity protections for spacecraft 

and space systems, filling a critical vulnerability gap for the U.S. space enterprise

SPARTA provides unclassified information to space professionals about how spacecraft may be compromised
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Space Attack Research & Tactic Analysis (SPARTA)
An evolution of Aerospace’s technical insight in cybersecurity

• SPARTA has resulted from consistent technical insight from 

Aerospace’s Cybersecurity and Advanced Platforms 

Subdivision (CAPS) across the space enterprise

– 2019: Defending Spacecraft in the Cyber Domain (CSPS Paper)

– 2020: Establishing Space Cybersecurity Policy, Standards, & Risk 

Management Practices (published in response to SPD-5)

– 2020 | 2021 : DefCon Talks at Aerospace Village

– 2021: Cybersecurity Protections for Spacecraft: A Threat based 

Approach (release TOR 2021-01333 REV A)

– 2022: Protecting Space Systems from Cyber Attack (Medium/1MSF)

• SPARTA leverages cybersecurity industry-standard 

approaches to communicate 3+ years of Aerospace’s work 

to our customers on one of their hardest problems (cyber) 

understanding the threat
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Tactics: The ”why” of 

a technique

Reconnaissance 

Initial Access

Execution

Defense Evasion

…

Techniques, sub-

techniques, and 
procedures

Modify On-board values

Rogue Ground

Supply Chain

…

Enabling space enterprise resiliency through a wealth of cyber knowledge via a publicly releasable tool

https://aerospace.org/p%20%20aper/defending-spacecraft-cyber-domain
https://aerospace.org/sites/default/files/2020-10/Bailey%20SPD5_20201010%20V2_formatted.pdf
https://www.youtube.com/watch?v=b8QWNiqTx1c
https://www.youtube.com/watch?v=WvKtdXSRvhM
https://aerospacevillage.org/
https://aerospace.org/research/cybersecurity-protections-spacecraft-threat-based-approach
https://aerospacecorp.medium.com/protecting-space-systems-from-cyber-attack-3db773aff368
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• Space system developers

– Engineers now have a resource that contains TTPs, threats, and countermeasures to enable the engineering of 

protections early in the lifecycle -- establishing countermeasures to disrupt the attack chains

• Defensive Cyber Operations

– Enables the building of monitoring solutions, analytics, automation, etc. for DCO Operators/Blue Team members

• Measure how effective systems/operators are at detecting TTPs for their specific space system

– Ex: These commands/telemetry possibly indicate TTP attacking the software watchdog timer {EX-0012.11}

• Threat intelligence reporting / tracking of TTPs

– Report data to the community tying threat actor’s TTPs against space systems using a common taxonomy

• Leverage the unique identifiers and aggregate reporting using a similar approach as the current industry standard 

for Enterprise IT systems

• Assessments / Table-Tops

– Provides a framework for assessment engineers / red teamers to leverage for designing attack chains against the 

space segment

• Education / Training / Research

– Expands the footprint of knowledge to a wider audience – raises the bar on what is considered common knowledge

SPARTA Use Cases

SPARTA will crowdsource info from space enterprise researchers and threat intel via sparta@aero.org

Let’s Deep Dive on These Three Use Cases

mailto:sparta@aero.org
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Use Case Example

Space System Developers
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Engineers now have a resource that contains TTPs, threats, and countermeasures to enable the engineering of protections 

early in the lifecycle -- establishing countermeasures to disrupt the attack chains

• Step 1: Enumerate end-to-end system during all phases of mission development and operations

• Step 2: Review each threat, technique and sub-technique and make applicability determination based on 

your specific mission/system context FOR EACH element identified in Step 1

– Techniques mapped to Aerospace Threat IDs can assist with generating requirement language

• Step 3: Evaluate current design choices to identify potential gaps that would leave element(s) vulnerable to 

applicable threats/techniques (as determined in Step 2)

– Consider implementing SPARTA Countermeasures (CM) mapped to applicable techniques where gaps exist in 

current design

• Implementing multiple countermeasures aligns with defense-in-depth principles published in related work area of SPARTA -

https://sparta.aerospace.org/related-work/did-space and TOR 2021-01333 REV A

– Countermeasures in SPARTA can help system developers document defensive capability statements and can be a 

bridge to NIST control compliance as they are mapped to 800-53 Rev 5

• Many space system developers find it difficult to translate NIST guidance into spacecraft implementation

Space System Developers

https://sparta.aerospace.org/related-work/did-space
https://aerospace.org/sites/default/files/2022-07/DistroA-TOR-2021-01333-Cybersecurity%20Protections%20for%20Spacecraft--A%20Threat%20Based%20Approach.pdf
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• Step 1: Enumerate end-to-end system during all phases of mission development and operations

Space System Developers
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Space System Developers
Step 2  – Ground System

• A combination of Enterprise IT and ICS/OT cyber controls/protections would

be applied to the systems enumerated on ground using any of

the following resources

– https://sparta.aerospace.org/related-work/did-space

– https://sparta.aerospace.org/countermeasures/CM0005

– https://sparta.aerospace.org/related-work/threats/ground

NIST to TTP Mappings - https://github.com/center-for-threat-informed-defense/attack-control-framework-mappings

Automated Ground-based Tests per TTP - https://github.com/redcanaryco/atomic-red-team/tree/master/atomics

Targeted analysis of NIST Rev 5 

controls important for ground systems

…

https://sparta.aerospace.org/countermeasures/CM0005
https://sparta.aerospace.org/countermeasures/CM0005
https://sparta.aerospace.org/related-work/threats/ground
https://github.com/center-for-threat-informed-defense/attack-control-framework-mappings
https://github.com/redcanaryco/atomic-red-team/tree/master/atomics
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• Step 2: Review each SPARTA technique/sub-technique and determine applicability based on specific 

mission/system context for each SPACE SEGMENT element identified in Step 1

Space System Developers
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• Step 2 (cont.): Techniques mapped to Aerospace Threat IDs can assist with generating requirement 

language.

Space System Developers
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• Step 3: Evaluate current design choices to identify potential gaps that would leave element(s) vulnerable to applicable 

techniques (as determined in Step 2). Consider implementing SPARTA Countermeasures (CM) mapped to applicable 

techniques where gaps exist in current design.

Space System Developers

CM can help system developers 

document defensive capability 
statements and can be a bridge 
to NIST control compliance as 

they are mapped to 800-53 Rev 5

Technique-relevant CM are 

displayed on the respective 
technique pages, but the 

comprehensive list of CM can 

also be viewed independently.

https://sparta.aerospace.org/countermeasures/SPARTA
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Use Case Example

Threat Intel Reporting & Sharing
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• Report data to the community tying threat actor’s TTPs against space systems using a common taxonomy

• Leverage the unique identifiers and aggregate reporting using a similar approach as the current industry standard 

for Enterprise IT systems

Threat Intel Reporting & Sharing

https://www.cisa.gov/uscert/ncas/alerts/aa22-011a https://www.ncsc.gov.uk/news/joint-advisory-further-ttps-associated-with-svr-cyber-actors

https://www.cisa.gov/uscert/ncas/alerts/aa22-011a
https://www.ncsc.gov.uk/news/joint-advisory-further-ttps-associated-with-svr-cyber-actors
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Threat Intel Reporting & Sharing

Narrative structure hard to maintain 

consistently among individual reporters, 

let alone across multiple teams, 

organizations, or international partners

Makes communicating TTPs difficult and 

makes archiving historical attack data 

extremely burdensome on the industry Next slide shows same example using SPARTA…

Attacker performs a man-in-the-middle attack at the ground station where they record command packets in the UDP traffic for replaying to the

spacecraft. In this example UDP mimics the radio frequency link. This same attack could be applied through RF signal sniffing vice UDP
captures. From the spacecraft perspective, the flight software processes the traffic whether or not the traffic is coded to radio frequency signals
and then decoded on the spacecraft. Upon receiving commands, the spacecraft flight software responds by downlinking command counter data

to the ground indicating that commands were received. In this scenario, the attacker collected the commands at the ground station and then
promptly replay the traffic to the spacecraft thereby causing the flight software to reprocess the commands again. This would be visible in the

downlinked command counters and unless the ground operators are monitoring specific telemetry points, this attack would likely go unnoticed. If
the replayed commands were considered critical commands like firing thrusters, then more critical impact on the spacecraft could be
encountered.

DefCon 2020 – Exploiting Spacecraft Example (https://www.youtube.com/watch?v=b8QWNiqTx1c)

SPARTA can be used to characterize incidents (past, 

present, and future) at a more granular technical level by 

translating natural language reports into specific TTPs that 

can support countermeasure selection and 

implementation.

https://www.youtube.com/watch?v=b8QWNiqTx1c
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Threat Intel Reporting & Sharing

Attacker performs a man-in-the-middle attack at the ground station where they record command packets in the UDP traffic [REC-0005 , RD-

0005.01] for replaying to the spacecraft [EX-0001.01]. In this example UDP mimics the radio frequency link. This same attack could be applied 
through RF signal sniffing [REC-0005.01, IA-0008.01] vice UDP captures. From the spacecraft perspective, the flight software processes the traffic 
whether or not the traffic is coded to radio frequency signals and then decoded on the spacecraft. Upon receiving commands, the spacecraft flight 

software responds by downlinking command counter data to the ground indicating that commands were received [EXF-0003.02]. In this scenario, 
the attacker collected the commands at the ground station [EXF-0003.01, EXF-0007] and then promptly replay the traffic to the spacecraft [EX-

0001.01] thereby causing the flight software to reprocess the commands again [EX-0001]. This would be visible in the downlinked command 
counters [REC-0005.02, EXF-0003.02] and unless the ground operators are monitoring specific telemetry points, this attack would likely go 
unnoticed. If the replayed commands were considered critical commands like firing thrusters, then more critical impact on the spacecraft could be 

encountered [IMP-0002, IMP-0004, IMP-0005].

DefCon 2020 – Exploiting Spacecraft Example (https://www.youtube.com/watch?v=b8QWNiqTx1c)

https://www.youtube.com/watch?v=b8QWNiqTx1c
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Threat Intel Reporting & Sharing

DefCon 2022 - Memory Manipulation Attack

Test Environment

• Leveraging a digital twin simulation capability at the Aerospace Corporation, a memory manipulation attack 

scenario was performed.

• The simulation environment in use and depicted below contains ground software that comes packaged with 
a front-end processor capability that “encodes/decodes” the messages to the spacecraft. 

• This specific digital twin leverages VxWorks and PowerPC 750, which are widely used in space systems in 

operations today.
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Threat Intel Reporting & Sharing

DefCon 2022 - Memory Manipulation Attack

Launching the Attack

This example requires significant effort in the reconnaissance phase [REC-0001, REC-0003] to understand the specific attack vectors. However,

after understanding the memory maps/locations and how the VxWorks and PowerPC interrelates, the attack can be performed to disrupt [IMP-0002]
and deny [IMP-0003] the spacecraft’s ability to process information. Upon performing all the necessary research, a single command packet is all

that is required to affect the spacecraft. Understanding the precise memory location and overwriting it with desired values, exploits the inherit trust
between the ground and the spacecraft [IA-0009].

In this exploit example, the attacker leverages the authenticated/encrypted command

pathway to send two commands to the spacecraft [IA-0007.02, EX-0006]. A simple NO-
OP for demonstration purposes followed by a “magic packet” or “kill-pill” that corrupts the
running state of the PowerPC processor thereby disabling the spacecraft’s ability to

process information. The below figure shows redacted information to remove the actual
corrupting content, but the “vxworks!” is essentially the kernel throwing a panic and

crashing. This is where having direct memory access [EX-0012.03] via the spacecraft
flight software can be dangerous and must be protected [EX-0009.01]. There are many
instances where the ground can issue legitimate commands to degrade/deny/destroy

[IMP-0004, IMP-0003, IMP-0005] the spacecraft which puts pressure on fault
management to account for this truth [REC-0001.09].
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Threat Intel Reporting & Sharing

DefCon 2022 - Memory Manipulation Attack
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Fresh Off the Press - PCspooF
https://web.eecs.umich.edu/~barisk/public/pcspoof.pdf | https://www.youtube.com/watch?v=tw1QLVQw8Go | https://aerospacecorp.medium.com/sparta-cyber-security-for-space-missions-4876f789e41c

The latest vulnerability disclosure and attack chain analysis shows immediate value – days after disclosure

• Reconnaissance [ST0001]

• Gather Spacecraft Design Information [REC-0001]

• Data Bus [REC-0001.04] (i.e., gather any information required for
successful EMI attack and PCF spoofing — e.g., a likely virtual link ID)

• Gather Supply Chain Information [REC-0008]

• Hardware [REC-0008.01] (i.e., gather any information on the
hardware in use, TTE utilization, EMI target, etc.)

• Eavesdropping [REC-0005] (i.e., eavesdropping on the network,
listening to device responses to learn enough to spoof PCFs)

• Resource Development [ST0002]
• Stage Capabilities [RD-0004]

• Identify/Select Delivery Mechanism [RD-0004.01] (i.e., identify the
ideal BE device or other hardware to target and implant)

• Initial Access [ST0003]

• Compromise Supply Chain [IA-0001]

• Hardware Supply Chain [IA-0001.03] (i.e., conduct the activity to place a potential best-effort traffic [BE] device or other hardware implant)

• Auxiliary Device Compromise [IA-0011] (i.e., potential for use of a generic/USB hardware vector)
• Execution [ST0004]

• Time Synchronized Execution [EX-0008]

• Flooding [EX-0013]

• Erroneous Data [EX-0013.02] (i.e., generate forged ARP and the malicious EMI to target TTE switch hardware)

• Exploit Hardware/Firmware Corruption [EX-0005]

• Design Flaws [EX-0005.01] (i.e., exploit the weaknesses that allow for forged ARP polling of BE devices, collecting information, and spoofing of PCFs — e.g., ability to 
infer/determine/brute-force virtual link ID and critical traffic marker, long preamble abuse)

• Spoofing [EX-0014]

• Bus Traffic [EX-0014.02] (i.e., conduct the actual exploitation via injection of spoofed PCFs)
• Lateral Movement [ST0007]

• Exploit Lack of Bus Segregation [LM-0002] (i.e., due to critical/non-critical components sharing the same physical networking infrastructure, this attack enables non-critical hardware   
components to affect critical components)

• Impact [ST0010]
• Disruption [IMP-0003] (i.e., sync broken, critical actions not being performed, disruption to critical SV operations/manoeuvring, risk to mission)

* Collaboration with Tim Dafoe, Security Researcher

*

https://web.eecs.umich.edu/~barisk/public/pcspoof.pdf
https://www.youtube.com/watch?v=tw1QLVQw8Go
https://aerospacecorp.medium.com/sparta-cyber-security-for-space-missions-4876f789e41c
https://sparta.aerospace.org/tactic/ST0001
https://sparta.aerospace.org/technique/REC-0001/
https://sparta.aerospace.org/technique/REC-0001/04/
https://sparta.aerospace.org/technique/REC-0008
https://sparta.aerospace.org/technique/REC-0008/01/
https://sparta.aerospace.org/technique/REC-0005/
https://sparta.aerospace.org/tactic/ST0001
https://sparta.aerospace.org/technique/RD-0004/
https://sparta.aerospace.org/technique/RD-0004/01/
https://sparta.aerospace.org/tactic/ST0003
https://sparta.aerospace.org/technique/IA-0001/
https://sparta.aerospace.org/technique/IA-0001/03/
https://sparta.aerospace.org/technique/IA-0011/
https://sparta.aerospace.org/tactic/ST0004
https://sparta.aerospace.org/technique/EX-0008/
https://sparta.aerospace.org/technique/EX-0013/
https://sparta.aerospace.org/technique/EX-0013/02/
https://sparta.aerospace.org/technique/EX-0005/
https://sparta.aerospace.org/technique/EX-0005/01/
https://sparta.aerospace.org/technique/EX-0014/
https://sparta.aerospace.org/technique/EX-0014/02/
https://sparta.aerospace.org/tactic/ST0007
https://sparta.aerospace.org/technique/LM-0002/
https://sparta.aerospace.org/tactic/ST0010
https://sparta.aerospace.org/technique/IMP-0003/
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PCspooF Countermeasure Samples
Quick Way to Identify Potential Mitigations
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Use Case Example

Assessments / Table-Tops
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Assessments / Table-Tops

Like with Threat Intel Reporting, can 

recreate attack chain in SPARTA to 

tabletop countermeasures for kill chain

APT Attack Chain

Emulation for Test/Tabletop

Procedure Development

Tabletop

Countermeasure
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Assessments / Table-Tops

Authority to Operate / NIST 800-53 Assessments

• When controls are de-scoped (i.e., AC-4) – the assessor will now have a resource to understand which TTPs and potential 

countermeasures are associated with the control

• Provides additional context to make risk-based decision during ATO

Assessors and Authorizing Officials can better 

assess impact of control failures and understand 

the types of capabilities necessary on a 

spacecraft to meet the control’s intent

https://sparta.aerospace.org/countermeasures/references/AC-4
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Assessments
Full End to End Analysis using TTPs

• When doing assessments on space ports, potentially leveraging SPARTA to perform analysis

• Some combination of SPARTA and MITRE ATT&CK can be used to identify attack chains and pivot points 

using known TTPs

• Focus can be applied on gaps in

existing countermeasure/defenses

– Can provide links to countermeasures

with relevant guidance to stakeholders

* MP220278 MITRE PRODUCT - Platform Independent Vectors of Techniques (PIVOT)

*
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https://sparta.aerospace.org

Key SPARTA Links: 

• Getting Started with SPARTA: https://sparta.aerospace.org/resources/getting-started
• Understanding Space-Cyber TTPs with the SPARTA Matrix: https://aerospace.org/article/understanding-space-cyber-threats-sparta-matrix
• Leveraging the SPARTA Matrix: https://aerospace.org/article/leveraging-sparta-matrix
• Use Case w/ PCspooF: https://aerospacecorp.medium.com/sparta-cyber-security-for-space-missions-4876f789e41c
• FAQ: https://sparta.aerospace.org/resources/faq
• Matrix: https://sparta.aerospace.org
• Related Work: https://sparta.aerospace.org/related-work/did-space with ties into TOR 2021-01333 REV A

https://sparta.aerospace.org/resources/getting-started
https://aerospace.org/article/understanding-space-cyber-threats-sparta-matrix
https://aerospace.org/article/leveraging-sparta-matrix
https://aerospacecorp.medium.com/sparta-cyber-security-for-space-missions-4876f789e41c
https://sparta.aerospace.org/resources/faq
https://sparta.aerospace.org/
https://sparta.aerospace.org/related-work/did-space
https://aerospace.org/sites/default/files/2022-07/DistroA-TOR-2021-01333-Cybersecurity%20Protections%20for%20Spacecraft--A%20Threat%20Based%20Approach.pdf
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Backup
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PCspooF Potential Attack Chain
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SPARTA Framework
Only Tactics and Techniques

https://sparta.aerospace.org
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SPARTA
Tactics, Techniques with Sub-Techniques Expanded
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Example - Sub-Technique
Key Framework Elements

Description

Potential 

Countermeasures

If any loose 

correlation to known 

TTPs from MITRE 

ATT&CK.

Helps tie in 

existing/historical 

intel reports

Correlation to TOR 

2021-01333 Threat 

IDs and resources 

Parent Technique Link

NIST Rev 5 

Correlation
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Countermeasures



34

Countermeasures
Cross Referencing / Organizing Information 
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NIST Correlations
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Correlated to Past Aerospace Publication(s)
SPARTA relationship to broader NIST frameworks and previous Aerospace publications

Sample 

requirements 
for engineering/
acquisition 

professionals

Tied to CAPECs, 

NIST Controls, 
etc.

Tied to Defense 

in Depth Model 
Too – Clickable 
menu for each 

layer describing 
recommended 

defenses/
countermeasures 
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