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https://aerospacecorp.medium.com/protecting-space-systems-from-cyber-attack-3db773aff368
https://aerospacecorp.medium.com/protecting-space-systems-from-cyber-attack-3db773aff368
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Space Attack Research & Tactic Analysis (SPARTA) – Launched Oct 2022
Filling the TTP Gap for Space

• Cybersecurity matrices are industry-standard tools and approaches for 
commercial and government users to navigate rapidly evolving cyber 
threats and vulnerabilities and outpace cyber threats

– They provide a critical knowledge base of adversary behaviors 
– Framework for adversarial actions across the attack lifecycle with applicable countermeasures

• Current cybersecurity matrices (including MITRE ATT&CK) are limited to ground systems which lead to a gap for 
space industry
• Aerospace’s SPARTA is the first-of-its-kind body of knowledge on cybersecurity protections for spacecraft 

and space systems, filling a critical vulnerability gap exists for the U.S. space enterprise

SPARTA provides unclassified information to space professionals about how spacecraft may be compromised/impacted 
via cyber or traditional counterspace mean

https://attack.mitre.org/matrices/enterprise/
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SPARTA Use Cases – Impact Across Community & Lifecycle
USG, Commercial Space, International, Collaborations, etc.

• Policy Makers – bridging the gap between policy and implementation guidance (e.g., SPD-5)
• Acquisition Professionals - tailor threat informed / risk-based requirements
• Standards development organizations (e.g., CCSDS, IEEE P3349)
• Space system developers (e.g., JAXA, NASA, etc.)
• Defensive Cyber Operations (e.g., USSF)
• Threat intelligence reporting / tracking of TTPs (e.g., Space ISAC Watch Center)
• Assessments / Table-Tops (e.g., MRAP-C, ATO)
• Education / Training - raises the bar on common space-cyber knowledge

SPARTA is a key tool to help Allies, Partners, USG and Commercial adopt a common and consistent cybersecurity posture 

SPARTA will crowdsource info from space enterprise researchers and threat intel via sparta@aero.org

Deeper Dive on Use Cases at https://sparta.aerospace.org/resources/SPARTA_Overview_InDepth_Nov22.pdf 

mailto:sparta@aero.org
https://sparta.aerospace.org/resources/SPARTA_Overview_InDepth_Nov22.pdf
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SPD-5 PROVIDES SOME GENERIC SECURITY GUIDANCE FOR SPACE SYSTEMS
Implementation details on these principles – SPARTA provides guidance on SPD-5 principles and beyond

Example: SPD-5 and SPARTA Relationship
Bridging the Technical Gap Between Policy and Implementation

Aerospace is working with Space ISAC to deliver space cyber best practice / implementation guidance using SPARTA

{Addressed by
SPARTA countermeasure 

CM0053}

{Addressed by SPARTA 
countermeasures 
CM0002,CM0031}

PHYSICAL SECURITY 
OF TT&C 

ENVIRONMENT

TT&C PROTECTION 
USING ENCRYPTION

OR AUTHENTICATION

JAMMING AND 
SPOOFING 

PROTECTIONS
{Many countermeasures 

exist to address both 
TTPs EX-0016, EX-0014}

SUPPLY
CHAIN RISK 

MANAGEMENT
INSIDER
THREAT

{Many countermeasures 
exist to address
TTP IA-0001}

{Addressed
by SPARTA 

countermeasure
CM0052}

EXTRACTED SPD-5 PRINCIPLES (SECT 4b)

https://trumpwhitehouse.archives.gov/presidential-actions/memorandum-space-policy-directive-5-cybersecurity-principles-space-systems/
https://sparta.aerospace.org/countermeasures/CM0053
https://sparta.aerospace.org/countermeasures/CM0002
https://sparta.aerospace.org/countermeasures/CM0031
https://sparta.aerospace.org/technique/EX-0016/
https://sparta.aerospace.org/technique/EX-0014/
https://sparta.aerospace.org/technique/IA-0001/
https://sparta.aerospace.org/countermeasures/CM0052
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1 Year Highlights – Many Updates!!!
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New Features Since Launch
• Keep an eye on https://sparta.aerospace.org/resources/updates-current

– All updates are posted and maintained

• ~25% increase in the number of TTP {V1.0 TTPs=169 to V1.5 TTPs=213}
• ~25% increase in the number of countermeasures {V1.0 CMs=69 to V1.5 CMs=87}
• Blog Area Established - https://medium.com/the-aerospace-corporation/space-cyber/home 
•Mapping to Standards

– ISO 27001 mapping - https://sparta.aerospace.org/countermeasures/iso
– D3FEND Mapping - https://sparta.aerospace.org/countermeasures/d3fend/techniques
– NIST 800-53 revision 5 - https://sparta.aerospace.org/countermeasures/references

• References Added to the TTPs based on CyberInFlight database
• Tools

– JSON Creator - https://sparta.aerospace.org/json-creator
– Attack chain tools – manually click or use JSON creator
• Navigator - https://sparta.aerospace.org/navigator
• Countermeasure Mapper - https://sparta.aerospace.org/countermeasures/mapper

– Control Mapper - https://sparta.aerospace.org/countermeasures/references/mapper
– Notional Risk Scores - https://sparta.aerospace.org/notional-risk-scores

https://sparta.aerospace.org/resources/updates-current
https://medium.com/the-aerospace-corporation/space-cyber/home/
https://sparta.aerospace.org/countermeasures/iso
https://sparta.aerospace.org/countermeasures/d3fend/techniques
https://sparta.aerospace.org/countermeasures/references
https://sparta.aerospace.org/json-creator
https://sparta.aerospace.org/navigator
https://sparta.aerospace.org/countermeasures/mapper
https://sparta.aerospace.org/countermeasures/references/mapper
https://sparta.aerospace.org/notional-risk-scores
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Mapping to Standards
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International Collaboration
CyberInflight

• Expanding the reference section with CyberInflight’s 
space security attacks database

– Working with them to map TTPs
to increase the real-world examples
of the TTPs in use by threat 
actors

• Inclusion of their database 
deployed in July 2023 – v1.3.2

– https://sparta.aerospace.org/resources/updates/v1.3.2

• Since Oct 2022, received input from SPARTA from 
many government and commercial entities

– Including inputs from several international partners

https://sparta.aerospace.org/contribute 

https://sparta.aerospace.org/resources/updates/v1.3.2
https://sparta.aerospace.org/contribute
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JSON Creator
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Building Spacecraft Attack Chains using 
Attack Chains / Attack Flow != Cyber Kill Chain 

• Attack Chains help demonstrate exactly what an attacker is doing at every step of the way - in a simple and 
easy to understand visual story

– This is not Cyber Kill Chain which are stages comprising 
a cyberattack, geared towards “breaking” 
any phase of the “kill chain” which stop an attacker

• Attack Chains using ATT&CK and or SPARTA are more than a sequence of attack tactics
– Knowledge base that correlates environment-specific (IT, OT/ICS, Cloud, Space) cybersecurity 

information along a hierarchy of TTP, and other knowledge (detections, mitigations, countermeasures, etc.)
• Ex: building the attack chains in Navigator helps derive

countermeasures | mapper
New Attacks using Simulation
• Supply Chain Attack

– Time bomb that executes 
command sequence 30 
secs after boot

• Reaction Wheel Attack 
– Sending commands from 

rogue ground station due 
to no auth/encryption

https://sparta.aerospace.org/navigator
https://sparta.aerospace.org/countermeasures/SPARTA
https://sparta.aerospace.org/countermeasures/mapper
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Building Spacecraft Attack Chains

Blast from the Past
• Replay Attack from DefCon 2020
• Memory Injection Attack DefCon 2022

New Attacks
• Supply Chain Attack – Time bomb that executes command sequence 30 secs after boot
• Reaction Wheel Attack – Sending commands from rogue ground station due to no auth/encryption

CySat 2023
• ESA OPS-SAT Attack

Theoretical Attack Chain in Backup
• PCspooF

• Hacking Spacecraft using Space Attack Research & 
Tactic Analysis | Video (April 2023)

• Updated version presented at DEF CON 31

https://sparta.aerospace.org/resources/OTR-2023-00637_SPARTA_CYSAT.pdf
https://sparta.aerospace.org/resources/OTR-2023-00637_SPARTA_CYSAT.pdf
https://www.youtube.com/watch?v=l9nezXxO3iE
https://sparta.aerospace.org/resources/OTR-2023-00989_SPARTA_DefCon2023.pdf
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Mapping Attack Chain to Countermeasures

CM0001 Protect Sensitive Information CM0029 TRANSEC
CM0002 COMSEC CM0030 Crypto Key Management
CM0004 Development Environment Security CM0031 Authentication
CM0005 Ground-based Countermeasures CM0032 On-board Intrusion Detection & Prevention
CM0008 Security Testing Results CM0033 Relay Protection
CM0010 Update Software CM0034 Monitor Critical Telemetry Points
CM0011 Vulnerability Scanning CM0035 Protect Authenticators
CM0012 Software Bill of Materials CM0039 Least Privilege
CM0013 Dependency Confusion CM0040 Shared Resource Leakage
CM0014 Secure boot CM0042 Robust Fault Management
CM0015 Software Source Control CM0043 Backdoor Commands
CM0016 CWE List CM0044 Cyber-safe Mode
CM0017 Coding Standard CM0047 Operating System Security
CM0018 Dynamic Analysis CM0052 Insider Threat Protection
CM0019 Static Analysis CM0053 Physical Security Controls
CM0020 Threat modeling CM0054 Two-Person Rule
CM0021 Software Digital Signature CM0055 Secure Command Mode(s)
CM0023 Configuration Management CM0069 Process White Listing
CM0025 Supplier Review CM0070 Alternate Communications Paths
CM0026 Original Component Manufacturer

Many of these countermeasures 
likely not feasible for mission that 
are already launched

SPARTA has direct 
mapping from TTP to 
Countermeasures
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Combining the 4 Attack Chains
SPARTA Navigator – Extracting Countermeasures / NIST Controls

https://sparta.aerospace.org/navigator 

Countermeasure      NIST 800-53     Sample “Shalls”

https://sparta.aerospace.org/navigator
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SPARTA Countermeasure Mapper / Defensive Gap Analyzer
https://sparta.aerospace.org/countermeasures/mapper

• Attack chains built in SPARTA’s navigator can help identify countermeasures against the TTPs used in the attack
– Many users do not know TTPs, they only know the countermeasures they have implemented (or plan to)…

• The SPARTA capability enables a graphical mechanism to select and deselect countermeasures from SPARTA’s 
defense-in-depth view, as the starting point, to drive TTP mitigation & security planning

– It can export the data into Excel which provides tabs for coverage and gaps from a TTP perspective, including NIST controls
• Below depicts the TTPs that have some mitigation when only applying COMSEC/TRANSEC/TEMPEST

– Green/Yellow/Orange indicates some level of coverage where Red indicates no coverage of the TTP

Excel Output

Thorough TTP Coverage No TTP Coverage

Reducing TTP Risk Each with Each Countermeasure
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Control Mapper

Control Mapper is Good for Comparing NIST 800-53 Control Baselines and their TTP Mitigation
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Only Using 800-53 Controls 
Mapped to NIST CSF v1.1
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NIST Moderate Watermark
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NIST High Watermark
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Aerospace Recommend
NIST Profile  

Note: TOR in Development 
to drive CNSS Space Overlay Update
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Notional Risk Scores

• Builds on previous work published in Aerospace Report TOR-2021-01333-REV A which details a generic threat model 
and risk assessment approach that considers a high-level view of adversary capabilities and ranks them into tiers. 
• TTPs potential impact, resulting in a NOTIONAL risk determination which can be represented in a standard 5x5 risk 
matrix.
• Three notional risk values are now provided for TTPs, sorted by system/mission criticality as follows:

– HIGH Criticality System (critical infrastructure, military, intelligence, or similar)
– MEDIUM Criticality System (civil, science/weather, commercial, or similar)
– LOW Criticality System (academic, research, or similar)
• Ranging from 1-25, each of these three distinct values can be placed 
on the risk matrix 5x5, and will be presented on TTP pages 

– Notional Risk (H | M | L): HighRisk# | MediumRisk# | LowRisk#

https://aerospace.org/sites/default/files/2022-07/DistroA-TOR-2021-01333-Cybersecurity%20Protections%20for%20Spacecraft--A%20Threat%20Based%20Approach.pdf
https://sparta.aerospace.org/notional-risk-scores
https://sparta.aerospace.org/related-work/risk-assessment
https://sparta.aerospace.org/related-work/risk-assessment
https://sparta.aerospace.org/related-work/risk-assessment
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https://sparta.aerospace.org

Key SPARTA Links: 
• Getting Started with SPARTA: https://sparta.aerospace.org/resources/getting-started | https://sparta.aerospace.org/resources/ 
• Understanding Space-Cyber TTPs with the SPARTA Matrix: https://aerospace.org/article/understanding-space-cyber-threats-sparta-matrix 
• Leveraging the SPARTA Matrix: https://aerospace.org/article/leveraging-sparta-matrix 
• Use Case w/ PCspooF: 

• https://aerospacecorp.medium.com/sparta-cyber-security-for-space-missions-4876f789e41c
• https://medium.com/the-aerospace-corporation/a-look-into-sparta-countermeasures-358e2fcd43ed 

• FAQ: https://sparta.aerospace.org/resources/faq 
• Matrix: https://sparta.aerospace.org
• Navigator: https://sparta.aerospace.org/navigator   |  Countermeasure Mapper: https://sparta.aerospace.org/countermeasures/mapper 
• Related Work: https://sparta.aerospace.org/related-work/did-space with ties into TOR 2021-01333 REV A

Sample Media Links:
• https://cyberscoop.com/space-satellite-cybersecurity-sparta/ 
• https://www.darkreading.com/ics-ot/space-race-defenses-satellite-

cyberattacks 
• https://thecyberwire.com/podcasts/daily-podcast/1715/notes & 

https://thecyberwire.com/newsletters/signals-and-space/6/21 
• Hacking Spacecraft using Space Attack Research & Tactic Analysis (April 2023)
• In-depth Overview - Space Attack Research & Tactic Analysis (November 2022)

Overview Briefings:

https://sparta.aerospace.org/resources/getting-started
https://sparta.aerospace.org/resources/
https://aerospace.org/article/understanding-space-cyber-threats-sparta-matrix
https://aerospace.org/article/leveraging-sparta-matrix
https://aerospacecorp.medium.com/sparta-cyber-security-for-space-missions-4876f789e41c
https://medium.com/the-aerospace-corporation/a-look-into-sparta-countermeasures-358e2fcd43ed
https://sparta.aerospace.org/resources/faq
https://sparta.aerospace.org/
https://sparta.aerospace.org/navigator
https://sparta.aerospace.org/countermeasures/mapper
https://sparta.aerospace.org/related-work/did-space
https://aerospace.org/sites/default/files/2022-07/DistroA-TOR-2021-01333-Cybersecurity%20Protections%20for%20Spacecraft--A%20Threat%20Based%20Approach.pdf
https://cyberscoop.com/space-satellite-cybersecurity-sparta/
https://www.darkreading.com/ics-ot/space-race-defenses-satellite-cyberattacks
https://www.darkreading.com/ics-ot/space-race-defenses-satellite-cyberattacks
https://thecyberwire.com/podcasts/daily-podcast/1715/notes
https://thecyberwire.com/newsletters/signals-and-space/6/21
https://sparta.aerospace.org/resources/OTR-2023-00637_SPARTA_CYSAT.pdf
https://sparta.aerospace.org/resources/SPARTA_Overview_InDepth_Nov22.pdf
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Other Aerospace Papers and Resources
Many Were Input into SPARTA

• Indiana University Space Cybersecurity Digital Badge - https://kelley.iu.edu/programs/executive-
education/programs-for-individuals/digital-badges/cybersecurity-foundations.html

• DefCON Presentations:
– DEF CON 2020: Exploiting Spacecraft
– DEF CON 2021: Unboxing the Spacecraft Software BlackBox Hunting for Vulnerabilities
– DEF CON 2022: Hunting for Spacecraft Zero Days using Digital Twins

• Papers/Articles:
– 2019: Defending Spacecraft in the Cyber Domain
– 2020: Establishing Space Cybersecurity Policy, Standards, & Risk Management Practices
– 2021: Cybersecurity Protections for Spacecraft: A Threat Based Approach
– 2021: The Value of Space
– 2022: Protecting Space Systems from Cyber Attack

• July 2022 Congressional Testimony:
– Video: https://science.house.gov/hearings?ID=996438A6-A93E-4469-8618-C1B59BC5A964
– Written Testimony: https://republicans-science.house.gov/_cache/files/2/9/29fff6d3-0176-48bd-9c04-

00390b826aed/A8F54300A11D55BEA5AF2CE305C015BA.2022-07-28-bailey-testimony.pdf

https://kelley.iu.edu/programs/executive-education/programs-for-individuals/digital-badges/cybersecurity-foundations.html
https://kelley.iu.edu/programs/executive-education/programs-for-individuals/digital-badges/cybersecurity-foundations.html
https://www.youtube.com/watch?v=b8QWNiqTx1c
https://www.youtube.com/watch?v=WvKtdXSRvhM
https://www.youtube.com/watch?v=t_efCpd2PbM
https://aerospace.org/sites/default/files/2019-11/Bailey_DefendingSpacecraft_11052019.pdf
https://aerospace.org/sites/default/files/2020-10/Bailey%20SPD5_20201010%20V2_formatted.pdf
https://aerospace.org/sites/default/files/2022-07/DistroA-TOR-2021-01333-Cybersecurity%20Protections%20for%20Spacecraft--A%20Threat%20Based%20Approach.pdf
https://csps.aerospace.org/sites/default/files/2021-08/Gleason-Wilson_ValueOfSpace_20200511.pdf
https://aerospacecorp.medium.com/protecting-space-systems-from-cyber-attack-3db773aff368
https://science.house.gov/hearings?ID=996438A6-A93E-4469-8618-C1B59BC5A964
https://republicans-science.house.gov/_cache/files/2/9/29fff6d3-0176-48bd-9c04-00390b826aed/A8F54300A11D55BEA5AF2CE305C015BA.2022-07-28-bailey-testimony.pdf
https://republicans-science.house.gov/_cache/files/2/9/29fff6d3-0176-48bd-9c04-00390b826aed/A8F54300A11D55BEA5AF2CE305C015BA.2022-07-28-bailey-testimony.pdf

